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CucreMa NpUHATHS pellleHUii ¢ PA3BHOTHUIHBIMH 3JIeMEeHTAMHU
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AnHoTanms. KopriopatusHas cpena, OpHeHTHPOBaHHAs B HACTOALIEe BpeMsl Ha MHKJIIO3MBHOCTH pabovero mpouecca,
noapaszyMeBaeT 00bEIMHEHHE COTPYAHHKOB W3 PasHbIX CTpPaH Ul JOCTHXXCHHUS €IUHOM OpraHM3alliOHHOH Lenu.
TpyaHOCTH, BOSHUKAIOIIKE B IPOLIECCE €€ TOCTIKEHHS, MOTYT OBITH 00YCIIOBIICHBI OTCYTCTBUEM TOCTATOYHOTO OITbI-
Ta, WIK, HAPOTHUB, IPOLLIBIA OMBIT MENIACT MPUHATH perieHue. [t mpeoosieHuss TakuxX MpoOiieM BakHO pazpado-
TaTh CHCTEMY TIOAJICPIKKH MPUHSATHUS PEHICHHUH, HHCTPYMEHT TOJICPKKU KOMaHIHBIX PEIICHUN W HH(POPMAUOHHYIO
cucreMy IUis pykoBoauteneid. MHbopManmoHHas 0€301MaCHOCTh CHUCTEMBI NMPHHSATHS PEHICHUS OCYIIECTBISICTCS 3a
CYET MOJCIHPOBAHHS 3JIEMCHTOB 3aIUTHl CHCTEMBI, aHAIM3UPYIOMMX [EIOCTHOCTh WH(POPMAIMH B IIpoIEcce ee
(hyHKIHOHUpOBaHWs. Monenmupoanue HHOOPMAMOHHON Oe30macHOCTH 0a3upyercss Ha MeToJax O0OecIeHYeHHs HMH-
(hopManmoHHOH 0€30IaCHOCTH HA OCHOBE PasTPYNIIPOBKU M CO3AaHUs IMTOJICHCTEM C PAa3HOTHITHBIME JaHHBIMU. [laH-
HBIA MeTon obecrieunBaercs TpadoBoil U rumorpadoBoil peanu3anuei, KOTOPYHO MOXKHO IpeoOpa3oBaTh B MaTpU4-
HbIH BUJ. J{71s HOHSATHITHOTO anmnapaTa UCHoJb3yIoTCs npasuiia Buja «Ecinu A, To B» 1 ux ananoru. Onucana MoJienb
(hyHKIMOHMPOBAHWS CHCTEMBI IPUHATHS PCIICHUH HA OCHOBE MYJIBTHATCHTHOTO MOAX0/a. [loydeHHbIE Pe3yIbTaThl
MOTYT OBITh HCHOJB30BaHbI B CO3JIAHUU CUMYJIATOPOB U CaMHX CHUCTEM INPHHATHS PEHICHUI B Pa3IMYHBIX MPEIMET-
HBIX obnactsax. [IyreM pa3zeneHusi HIOTOKOB JaHHBIX Ha BEIYUCIHUTEIBHBIC W HCIIOJTHUTEIBHBIC BBITIONHACTCS pa3rpa-
HUYCHHE TUIIOB JAHHBIX U MPOBOIUTCS 0OJiee KaueCTBEHHOE MOJICIIMPOBAHUE BCEl CHCTEMEI B 1eioM. PerieHue 3ana-
YU MaKCHMAJIBHOT'O BBIIOJIHEHHS MOCTABICHHBIX MEPE/ CHCTEMOM MPHHATHS PEHICHUS LENCH MOXKET OBITh pealin3o-
BaHO MOAU(DUIIMPOBAHHBIMHU CETCBBIMHA METOJIAMH, TAKUMH Kak ceTd MapkoBa, cetu [letpu u ap.
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TenbHAs (PYHKINS, UCTIOTHUTENbHAS (QYHKIIUS
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Abstract. The corporate environment currently focused on the inclusive workflow, involves bringing together em-
ployees from different countries to achieve a common organizational goal. Difficulties that arise in the process
of achieving it may be due to a lack of sufficient experience or, on the contrary, past experience interferes with
making a decision. To overcome such problems, it is important to develop a decision support system, a team deci-
sion support tool and an information system for managers. The information security of the decision-making system
is carried out by modeling the security elements of the system that analyze the integrity of information in the pro-
cess of its operation. Information security modeling is based on information security methods based on ungrouping
and creating subsystems with heterogeneous data. This method is provided by a graph and hypograph implementa-
tion, which can be converted to a matrix form. For the conceptual apparatus there are used the rules in the form
“If A, then B” and their analogues. The model of functioning the decision-making system based on the multi-agent
approach is described. The results obtained can be used in the creation of simulators and decision-making systems
themselves in various subject areas. By separating data flows into computational and executive ones, data types are
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distinguished and better modeling of the entire system is carried out. The solution of the problem of maximum ful-
fillment of the goals set for the decision-making system can be implemented by modified network methods, such as

Markov nets, Petri nets, etc.
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Beenenue

brnaromaps coBpemeHHO# cucTeMe XpaHEHHs JlaH-
HBIX B HH(OPMAIIMOHHBIX CHCTEMaX MMEeTCs OOJIBIION
00BeM BHYTPEHHHX OpPTraHW3aIMOHHBIX JaHHBIX. Of-
HAaKO HE BCE JOCTYIHBIC TaHHBIE MOTYT OBITH ITOJIC3HBI
JUTSL IPUHSTHS PEUICHUS.

ITotox wH(pOpMaNKK, MOCTYMAIOIIMNA Yepe3 CETh
WuTepHeT, yBenuymBaeTcs ¢ KakAbM jgHeM. Jluna,
NPUHUMAONIUE PEIICHHS, IOJDKHBI CICIUTh 3a IIO0-
cieniHel nHopmanuen, octynHoi B utepuere.

Bce OGonpmie n Goibllie AETOBBIX OIEpaIMii CO-
Bepmaercs B Muteprere. PacmpocTpaHenue 3iek-
TPOHHOH KOMMEPITMH CO3/1aJI0 BO3MOXKHOCTH, & TaKXKe
TPOOIEMBI TS JIHILI, TPUHAMAIOIINX PEIICHHS.

MHoOroHaMOHABHBIE KOMITAHHH ~CTaJKHBAIOTCS
CO CIICHapWsAMH, KOTJa JIHMIA, NMPUHAMAIOIINE pere-
HUSI, MOT'YT HAXOJUThCS B Pa3HBIX CTaHax mupa. Kax-
JIBIA YEJIOBCK, MPUHUMAIOIIUN PEIICHHS, MPUBHOCUT
CBOC COOCTBCHHOE BOCIPHUATHE MPOOJIEMBI BO BpEeMs
rpymmoBoro o0cyxaeHus. Takum o0pa3om, MPUHATHE
pelICHUs] IOCPEICTBOM KOHCEHCYCa 3aTpyIHSCTCS
[1, 2]. B Hacrosmiee BpeMst KOpriopaTUBHAS cpefa Io-
OIIpsieT WHKIIO3WBHBIA IOAXOJ K DELICHHIO 3a/ad,
KOTJ]a COTPYIHHUKH U3 PA3HBIX CTPaH OOBETUHSIOTCS
JUISL OCTHDKEHUS €JMHOM OpraHU3aIllMOHHON 1IeJIH, YTO
YCIIOXKHSIET TIPOIecC MPUHSTH pemenuit [2—6]. Heko-
TOpBIC PEIICHUS MOTYT OBITh NPHOCTAHOBICHBI H3-3a
OTCYTCTBUS OIBITA, B YACTHOCTH B 00JIACTH OMEpaIuii,
a 3a4acTyI0 IMPOILIBIA OMBIT MEIIACT MPHHATH PEIle-
HUE, W JUIA ONPEACICHUS «Y3KHX MECT» TpeOyeTcs
CBEXKHH B3I HA IPOOIIEMY.

JIis IpeooNieHus TaKUX MPETISITCTBUI BAXKHO pas-
paboTaTth CUCTEMY MONJCPKKH NPUHATHS PEUICHUH,
WHCTPYMEHT TOAJCPKKH KOMAHIHBIX PEIICHUHA W WH-
(hOopMaIMOHHYIO CHCTEMY IS PYKOBOIUTEIICH.

of Astrakhan State Technical University. 2022;1

(73):57-62. (In Russ.)

MartepuaJjibl HCCJIeI0BAHUS
PaccmoTpuM TIpeANIOKECHHYIO aBTOpaMH  CTAaThbU
CHUCTEMY TPHUHATHS PEIICHHUH, COCTOAIIYI0 M3 CIeIy-

OIMX 2JIeMeHToB. P = {po, v D, }; Ve e E — nabop

CBOMCTB NIPH HCIOJIB30BAaHUM JAHHOTO MHOXKECTBA:
P #(J . DneMeHTH JTaHHOTO MHOXECTBa PAa3HOPOIIHEI,
TOrJa:

1. F,c P, < p; 1 p; — XapaKkTepu3ylOTCs KaKk KO-

JIMYECTBCHHBIE 3HAYCHHS.
2. F,c P, < p; — pacumpsieT u JIONOJNHAET CBO-

CTBA, XapaKTEPHU3YIOIIUE JIEMEHT p;.
3. P ﬁPj =J< piu Pj — HEOJHOPOJHEIE, Nal0-

1I1e HEYETKOE 3HaYEHUE.
CBoiicTBa BEpHBI IPH PAa3HECEHWU HX B MPOCTPaH-

cree Vp,p, P, i#j=F, =F

con; con j

. CJICAOBATCIIbHO,

COOTHOIICHHUE 3 BBITIOIHACTCS TOJIBKO AJISI JJIEMEHTOB
C HEYETKUMH 3HaueHUAMH. O KOJIMIECTBEHHBIX XapaK-
TEpUCTUKAX, IPUMEHUMBIX K CHCTEMaM NPHUHSTHS pe-
IMICHHUS NIPU MEPEBOAE HEUETKHX 3HAYCHUI B KOJHMUE-
CTBEHHBIC Pa3IMYHBIMH MAaTEMAaTHYECKUMH METOIaMHU,
yrnoMuHaercst B paborax [7-9].

B paborax [3, 4] nannble B nH(GOPMAIMOHHBIX CH-
CTEMax PacCcMaTpPHBAIOTCS KaK COBOKYITHOCTH 3JEMEH-
TOB Pa3iM4HBIX (MH(OPMAIMOHHOTO M (HU3NYECKOIO)
ypoBHel. TakuMm 00pa3oM, MOXKHO T'OBOPHUTH O CyIIe-
CTBOBAaHHWHU CBOWCTBA, XapaKTEPU3YIOIIETO IPHHAICHK-
HOCTh XapaKTePUCTHUK K HHPOPMAMOHHOMY WIIN (HU3H-
YECKOMY YPOBHIO Ha OCHOBE BBITIOJIHSIEMOTO 3JIEMEHTa

byuxiwit: Vp € P=>3Pu_ — cBOHCTBO, Xapakrepusy-
folllee  TPUHAICKHOCTh JJIEMEHTa ¢ K (DH3MIECKOMY
WK HHOPMALIHOHHOMY YPOBHIO:

0, ecau e —neMeHT UH(OPMALIIOHHOTO YPOBHS

P, =

1, ecntm e —3meMeHT (HU3NIECKOTO YPOBHS

OYHKIUK, BBIMOJHACMBIC 3JICMEHTAMH CHUCTEM
TPUHSATHS PEIICHUNA, MOXKHO pa3ieinTh Ha J[Ba TUMA:

— BBIYHCIIUTEIBHEIC,

— UCTIOJIHUTEIIbHEIC.

BoluucnurenbHpie (GYHKIHH O3BOJSIIOT BbIPabo-
TaTh IUIaH JCHCTBHUIA, HEOOXOUMBIX ISl BBIMOJHECHUS
3aga4y. McrnonHuTenbHbIe (YHKIMUA ITO3BOJISIIOT BbI-
MOJIHUTH 3aJady, OCHOBBIBasCh Ha IUIaHe, pa3pado-
TaHHOM panee. TakuMm oOpa3om, dyeMeHTaMm HHGOpP-
MAlMOHHOTO YPOBHSl IPHUCYLIH BBIYHCIUTEIbHbIC

58

(byHKIMK, a dMeMeHTaM (U3UYECKOTO YPOBHS — HC-
MOJHHUTEbHBIC. MOXKHO TOBOPUTH TOM, YTO DJICMCHTBI
MHQOPMALMOHHOTO YpPOBHS BBIPaOATHIBAIOT ILUIAH,
COIJIACHO KOTOPOMY JJIEMEHTHI (PH3MUYCCKOTO YPOBHS
BBITIOJTHSIOT TIOCTaBIeHHbBIE 3a1auun [10—15].

Jto6oii dIEMEHT CHUCTeMBl NPUHATHS PEIICHUS
MOJKET OTHOCHUTBCS TOJBKO K OJHOMY YPOBHIO C TOUKH
3pEeHUsT BBINIONHAEMBIX (GyHKIUHA. Takum oOpazom,
P = Piy U Ppiy , TiE P\ — MHOXKECTBO DJIEMEHTOB HH-
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dopmaimonnoro  yposus (B, = { peP:Pu, = 0} ),
P, — MHOXECTBO JJIEMCHTOB (DU3UUECKOrO YPOBHS
(Pphy:{p EP:PIVIE :1})

I'paduuecku cucrema NMPUHATUS PEIICHUS HA OC-
HOBE pa3JIMYHbIX YPOBHEH NpeacTaBleHa Ha puc. 1.

NupopmannoHHbIH
yPOBEHb

duznueckuit
YpOBEHb

Puc. 1. I'paduyeckoe npencraBieHue CUCTEMbI IPHHATHS PELICHNS Ha OCHOBE (PU3MYECKOr0 ¥ MH(OPMALMOHHOTO YPOBHS

Fig. 1. Graphical presentation of the decision making system based on physical and information layer

Vp i,p j €P,i#jocymectBisiror UB=3 C (i j)-
yCTOHUYMBBIN KaHan cBsizu, rae B — undopmanmon-
HOE B3auMojelcTBHE 00BeKkTOB; C — NETEPMHHHPO-
BaHHBII KaHaJI CBSA3HU.

B obmem ciaydae mr000# 3eMeHT (PHU3HUECKOrO
YPOBHS [JOJKEH HMMETh YCTOMUYMBBIM KaHaJl CBS3U
C OJHMM W3 3JIEMEHTOB HH()OPMAIMOHHOTO YPOBHS,
NP 3TOM HEOOsA3aTENbHO y KaKAOro 3JeMEHTa HH-
(hOpMAIIMOHHOTO YPOBHSI OYJCT CBA3b C (PU3MUCCKUM.

Tak kak p, €P, torma Vp,eP,i#j n 3Ci;, &
S pi€Pui,, tne Pri, — MHOXECTBO 3JIEMEHTOB,

B3aNMOJCHCTBIC KOTOPBIX CBA3aHO C JJIEMCHTOM p;
U 3JICMCHTOM, HaXOJAIIUMCA B CBA3H C HHM. Torma

Pui, < P. Ecim Pui, =P, 10 p; MOXeET OCyIlIECTB-

JIATh B3aPIMOL[eI>iCTBPI€ ¢ JI00BIM DJIEMEHTOM CHCTEMBI
OPUHATHSA PCLICHUA. Ecnu cucrema OPpUHATHSA peIle-

n

HUM SBJIsETCA IIOJIHOCBSI3HOH, TO |P|= o Frei,

>

obpaTHOE HEBEPHO.
OCHOBBIBAsICh Ha BBIILENPUBEICHHBIX TE3UCAX,
MOYXHO TMpPEJCTaBUTh CHUCTEMY HPUHSATHS PELICHUS

B Buae rpada G(P), rae { pi} — MHOXXECTBO BEpLINH

rpada (pieP); {Ci}

KaHAaJIOB CBSI3H MEKAY pi, pi€ P .

— MHOXECTBO yCTOﬁ‘JHBHX

I'paduueckoe mpencraBieHue rpadoB MPUBEIACHO
Ha puc. 2.

By BT B

a o

Puc. 2. 'pacdbl Ha OCHOBE IPOCTEUIIINX B3aUMOACHCTBHHN 3JIEMEHTOB CUCTEMBI IIPUHSTHS PCIICHUS:
a, 6 — rpadbl HA OCHOBE MOJHOCBS3HBIX KHOSPPHU3NIECKIX CUCTEM;
6 — rpad Ha ocHOBe KHOepdU3NUECKOl CHCTEMBI €3 TTOJTHOMH CBS3H

Fig. 2. Graphs based on the simplest interactions of elements of the decision-making system:
a, 6 - graphs based on fully connected cyber-physical systems;
6 - graph based on cyber-physical system without full connection

SIUOWIAYA JO SadA) JUILFIP UM WAISAS SULBW-UOISION(T ‘A " AOUBQRYS “A "N OUoydeA( “V ‘N INYZUBD “V “A T[IB]
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Takum 00pa3oM, eciii CHUCTeMa TMPUHATHS PEIIeHUH
SIBIISIETCS TTOJTHOCBSI3HOM, TO G(P) SIBISETCS CBA3HBIM,
T. €. Vp, peP, iijEl(pi, pj> — TyTh OT BEPLUMHBI
Di 10 BEPLIMHBI p;, IOKa3aHHOU Ha puC. 2 a, 6. OxHako
HE Ka)J1asi CUCTEMa SIBJIICTCS TIOJIHOCBSI3HOM (puc. 2, ),
T. K. HC KK/ 3JICMEHT MMEET NPSMYIO CBS3b C JPY-
TUMHU JJIEMEHTaMU. [Ipy NaHHBIX YCIOBHAX MOXKHO
KOHCTATUPOBATh HATUYUEC TIOJACUCTEMBI.

Psy < P MOJICUCTEMA CHCTEMBbl TPUHATHS
pemieHnsT paBHOCHWIBHA  CJIEIYIOIIEMY  BEIpaXke-
HUKO: P #DuVpi, pie i# j3pi, pjy Opu 3TOM

P

sub>

EI(pi,p,)Vpk ePu pregP.
CnenoBarenbHo, P = Ufub:leb, rae k — xomude-

CTBO NOACHUCTEM CUCTCMbI NPUHATUA peHIeHP[ﬁ. Ilon-
HOCBsI3HAas CUCTEMAa MUMECT TOJIbBKO OAHY MOACHUCTEMY,
COCTOSAILYTO 13 00Jiee CIOKHBIX CHCTEM.

3akJ/roueHue

IIpennaraercs 00oOmEeHHasT MOJeNb (YHKIIUOHH-
poBaHMs KHOEP(HU3HUECKON CHUCTEMBI, OTNPEIEISIOTCS
KPUTEPHUH BBITIOMHEHUS 3a/1a4 M AJIEMEHTH Kudepou-

3MYECKON CHCTEMBI, pacCMaTpHUBaeTCs Tmporece (PyHK-
IIUOHUPOBAHMS CHCTEMBI. MOJenb 3aliIeHHOTO WH-
(hopMarMOHHOTO B3aMMOJCHCTBHS MEXIY >JIEMEHTa-
MH KnOepdu3nueckold CHUCTEMBI TO3BOJISIET OLICHUTH
LEJIOCTHOCTh MH(GOPMALMM BO BpeMsl paboThl caMmoii
cucTeMbl. MoJienb 3aIlMIIEHHOT0 HH(POPMAIHIOHHOTO
B3aUMO/ICHCTBUSI OCHOBaHA Ha JIByX OCHOBHBIX METO-
Jax: obecrieyeHHH WH(MOPMALMOHHOW 0e3011acHOCTH
Ha OCHOBE COIMANBHBIX MEXaHH3MOB W METOZAE Bpe-
MEHHOM LEHTpaIH3alUU.

Meron obecnieueHuss WHPOPMAITMOHHON Oe3omac-
HOCTH, OCHOBAHHBIM Ha COIMAJBHBIX MEXaHH3MaXx,
o0ecrieunBaeT IIeTOCTHOCTh Ha OCHOBE aHaJIM3a IOBe-
JICHHUS >JIEMEHTOB CHCTEMBI /WM TPOBEPKH JaHHBIX
C MCII0JIb30BAaHUEM TIPHBEJICHHBIX METOIOB.

MeTtox BpeMEHHOH LIEHTpaIU3aluy [IPECTaBISET
yrpo3y, IOCKOJBbKY I03BOJISIET peIIaTh MpPOOJIEeMBI
B KOHKPETHBIX TOYKAax IMPH KCIOJH30BAHUU IICHTpA-
JM30BaHHOTO I0/IX0Ja, OpraHusylomero uHdopma-
IMOHHBIC B3aUMOJCHCTBUS MEXIY 3JIEMEHTaMH KH-
Oepdu3nuecKkoil CUCTEMBI, PUCK BHEIPEHUS CHUXKa-
eTCsS B MOMEHT OpTaHW3alud HH()OPMAIMOHHOTO
B3aUMOJIEHCTBHS.
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